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Chapterl. Overview
1.1. Specification

lloT Gateway
Features
® Supports OPC UA
® Supports MQTT
® Supports MODBUS TCP/IP Gateway
® Compact Design and DIN-rail
Mountable
® Fan-less Cooling System
®  Built-in 256 MB Flash Memory
® Supports MPI 187.5K
®  Built-in Power Isolator
® cMT-GO2 supports Wi-Fi
Model cMT-G01 cMT-G02
M Flash 256 MB
emory RAM 256 MB
Processor 32 bits RISC Cortex-A8 600MHz
SD Card Slot N/A
USB Host N/A
USB Client N/A
10/100/1000 Base-T x 1 WiFi IEEE 802.11 b/g/n
Ethernet
10/100 Base-T x 1 10/100 Base-T x 1
I/0 Port COM Port COM1: RS-232 2W, COM2: RS-485 2W/4W, COM3: RS-485 2W
RS-485 Built-in Isolation N/A
CAN Bus N/A
HDMI N/A
Audio Output N/A
Video Input N/A
RTC Built-in
Input Power 24+20%VDC 10.5~28VDC
Power Isolation Built-in
Power Power Consumption 230mA@24VDC Zli(;rr:;g;i\\//?)g
Voltage Resistance 500VAC (1 min.)
Isolation Resistance Exceed 50MQ at 500VDC
Vibration Endurance 10 to 25Hz (X, Y, Z direction 2G 30 minutes)
PCB Coating Yes
Enclosure Plastic
Specification Dimensions WxHxD 109 x 81 x 27 mm
Weight Approx. 0.14 kg
Mount 35 mm DIN rail mounting
Protection Structure IP20
Environment Storagg Temperature -20° ~ 60°C (-4° ~ 140°F)
Operating Temperature 0° ~50°C (32° ~ 122°F)
Relative Humidity 10% ~ 90% (non-condensing)
o CIE CE marked
L UL cULus Listed Application in progress
Software EasyBuilder Pro V5.06.01 EasyBuilder Pro V6.00.01
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1.2. Dimensions
cMT-GO01

81mm [3.19"]
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Front View Side View
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Top View Bottom View

a | LAN 2 Port (1o0M/100M)

b | LAN 1 Port (10M/100M/1G)

COM1: RS-232 2W
(o COM2: RS-485 2W/4W
COM3: RS-485 2W

d | Power Connector

e Default Button
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cMT-G02
27mm [1.06"] 81lmm [3.19"]
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Bottom View Antenna

a Wi-Fi

b | LAN 1 Port (1OM/100M)

COM1: RS-232 2W
(o COM2: RS-485 2W/4W
COM3: RS-485 2W

d | Power Connector

e Default Button
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1.3. Connector pin designations
COM1 RS-232, COM2 RS-485 2W/4W, COM3 RS-485 2W 9 Pin, Male, D-sub

cMT-G01/G02 User Manual

COM2 RS-485
PIN# COM1 RS-232 COM3 RS-485
2W 4w
1 Data+
2 RxD
3 TxD
4 Data-
5 GND
6 Data+ RX+
7 Data- RX-
8 TX+
9 TX-

1.4. Restoring factory default

Press and hold on the Default button on the unit for more than 15 seconds to restore factory

default.

The IP setting will be restored to default:

cMT-GO1:
Ethernet 1: DHCP

Ethernet 2: 192.168.100.1

cMT-G02
Wi-Fi: DHCP
Ethernet: DHCP

Please note that the projects and data stored in the unit are all cleared after pressing the Default

button.

UMO017003E_20200924
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1.5. LED indicator
LED indicators show the status of lloT Gateway.
cMT-GO01

Icon Color Meaning

Blue LAN 1 Communication Status

Blue LAN 2 Communication Status

QBN B

Orange Power Status

Helps the operator to find the cMT-GO1. Triggering system register LB-11959
Green can turn this indicator on/off. Blink LED function in Web/Download interface
can also control this indicator.

3

cMT-G02

Icon Color Meaning

E Blue LAN Communication Status

Orange Power Status

Helps the operator to find the cMT-G02. Triggering system register LB-11959
ﬂ Green can turn this indicator on/off. Blink LED function in Web/Download interface
can also control this indicator.

Note: The second LED indicator from the left is reserved.

UMO017003E_20200924
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1.6. Battery
lloT Gateway requires a CR1220 lithium battery to keep the RTC running.

1.7. Power connection
Power: The unit can be powered by DC power only, the voltage range is compatible with most
controller DC systems. The power conditioning circuitry inside the unit is accomplished by a

switching power supply. The peak starting current can be as high as 500mA.

cMT-GO1 voltage range: 24120% VDC
cMT-GO02 voltage range: 10.5~28 VDC

™ ®
24VDC FG

Note: Connect positive DC line to the ‘+ terminal and the DC ground to the ‘-’ terminal.

UMO017003E_20200924
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Chapter2. c¢MT-G01/G02 System Setting

Connect cMT-G01/G02 via Ethernet cable, and then configure system settings by using web
interface.

2.1. Search for cMT-G01/G02’s IP address

Launch UtilityManagerEX, select a cMT Series model, and then select a function from Reboot,
Download, or Upload. The cMT Series HMI model or cMT-G01/G02 can be found in the IP/HMI
Name groupbox by using the model’s IP address, even if the PC or laptop is not on the same
network. UtilityManagerEX can find and change cMT-G01/G02’s IP address. The following settings
can be carried out after obtaining the IP address.

2.2. Set in internet browser

Open internet browser (IE, Chrome, or Firefox), and enter cMT-G01/G02’s IP address (for example:
192.168.100.1) to configure cMT-G01/G02.

EeE %]
/D Welcome to cMT serie X\\_ \
“~ (& {‘ ® 192.168.100.1/web_ihmi/index.php Q ‘ :

Please Login!

sefting

|System setting password X|

o LOGIN &

INFORMATION

Date
2016/12/01

Time
02:15:03 pm

ems

The default IP: Ethernet 1: DHCP, Ethernet 2: 192.168.100.1
cMT-G01/G02 system information is shown in the Login page.

Icon Description

Displays HMI name.

UMO017003E_20200924
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Date
;.) 2016/12/01 Displays system date.

Time

@ 02:15:17 pm Displays system time.

2.3. System Setting
The following part introduces cMT-G01/G02 system settings.

Please Login!

System .
Update History
setting
System setting password

Login

Three levels of privileges can be found:
[System Setting]: Controls all the settings
[Update]: Controls limited items.

[History]: Downloads history data (Recipes and Event Logs).

2.3.1. Network
Configure Ethernet ports: IP, Mask, Gateway, and DNS.

cMT-GO01 has two Ethernet ports. The default IP address of Ethernet 1 is DHCP, and the static IP
address of Ethernet 2 is 192.168.100.1.

cMT-GO02 has one Ethernet port, and is assigned from DHCP by default.

UMO017003E_20200924
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&llo|E| E
/ [ cMT series Server x\\
& C | ® 192.168.100.1/web_ihmi/Setlpframe.php Q &
identity: T t | % cMT-8E9C & 04:3436 pm
1 Syster?Setting _
Network
({ Network = -
Date/Time
Ethernet
e ® Ethemet! (WAN/LAN) Ethernet2 (LAN)
History MAC address : 00-0c-26:0b:82-9c MAC address - 00-0c-26:0b:88:c0
Email
Project Management IP AddressEthernet
System Password ® Obrain IP address automatically Use static IP address below(Eth1)
Enhanced Security
EasyAccess 2.0 P T .0 .0 .0
Mask: 0 0 0 o
Gateway:
DNS: 0 0 1] o

2.3.2. Wi-Fi (cMT-G02)
Enable/Disable Wi-Fi and related settings: search for AP, configuring IP, Mask, Gateway, and DNS.

. identity:
}

System Setting

= Wi-Fi
Wi-Fi Radio: [
Date/Time
MAC address:  d4:36:39:93:c1:9¢
HMI Name
History
Status: Connecting default
Email
AP List: "
. =
Project Management TOTOLINK N30ORA 8 =
System Password Tunghui 2G a=
Enhanced Security weintek-net 8=
EasyAccess 2.0 local 8=
OPCUA coldnew EDIMAX4 a=
Communication Samsung Galaxy S7 7909 | =
Weintek-SW-APP | =
v

Join other(SSID)

2.3.3. Date/Time
Set RTC date and time. Select [Sync. with host] and then click [Save] to synchronize cMT-G01/G02

time with the computer time.

UMO017003E_20200924
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Syt ST e
et Date/Time

(D Date/Time

Current date/ time 2016/11/30 04:28:42 pm
HMI Name

History New date/ time:

44 <« November2016 » »»
el Su Mo Tu We Th Fr Sa

Project Management 1 2 3 4 5

6 7 B 9 m n 12
System Password

13 14 15 16 17 18 19
Enhanced Security 0 21 2 3B 24 25 %

EasyAccess 2.0

Hrs  Min  Sec

pm 04 2B a0

Sync with host.

[all=[=] 3=
/ [ cMT series Server x\\ A
& C | ® 192.168.100.1/web_ihmi/SetDateTime.php Q &

identity: Logout |
L Syster}:\YSetting _

8 04:28:42 pm

2.3.4. HMI Name
Enter a name to identify the unit.

[Identification light]: The green LED indicator E: of the unit will flash three times when this

button is clicked, helping user to find the unit.

A R
et HMI Name

Date/Time
Current HMI name: cMT-8E9C Identification light
> HMI Name
History New HMIName: | New HivIl Name
Email

Project Management

System Password

Enhanced Security

EasyAccess 2.0

Save

[all=[=] 3=
/ [ cMT series Server x\\ A
& C | ® 192.168.100.1/web_ihmi/SetHMIName.php Q &
B 04:28:53 pm 2016/11/30

identity: Logout |
L Syster}:\YSetting _

2.3.5. History
This tab offers settings related to historical data.

UMO017003E_20200924
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[Clear]: Clears history data.
[Backup]: Downloads history data in the unit to this computer.

[all=[=] 3=
/ [ cMT series Server x\\
& C | ® 192.168.100.1/web_ihmi/History.php Q &
identity: | % cMT-8E9C B 042922 pm 2016/11/30
L Syster}:\ySetting _
istory
Network HLT(,)I’;
Date/Time Clear  Backup

HMI Name Clear Recipe (recipercp, recipe_arcp)

History

Clear Event Log

Email

Project Management
System Password
Enhanced Security

EasyAccess 2.0

Clear

2.3.6. Email
This tab offers settings related to email.

[SMTP]: Configure email server and relevant settings.
[Contacts]: Set email contacts in this tab.
[Update Email Contacts]: Import the email contacts built using Administrator Tools.

all==] =
[ eMT series Server LR
<« C | ® 192.168.100.1/web_ihmi/Email.php QW

identity:
1 System Setting

Network Email

Date/Time SMTP  Contacts Update Email Contacts

HMI Name Mail feature is not enabled.

§ oy Server: SMTP server Port:

&, Email

Log on using Secure Password Authentication (SPA]
Project Management a ¢ BRA)

+" Use the following type of encrypted connection

System Password

Enhanced Security s ssL
EasyAccess 2.0
User name: User name
Password: Password Confirm password: Confirm pass
Sender information
Name: Sender name Use HMI name

Mail address:  Sender mail

UMO017003E_20200924
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2.3.7. Project Management
This tab offers settings related to project management.
[Restart Project]: Restart cMT-G01/G02 project.

[Update Project]: Upload the project’s *.cxob file to cMT-G01/G02.
[Backup Project]: Backup the project file to this computer.

[ eMT series Server

Network
Date/Time

HMI Name
History

Email

System Password

Enhanced Security

EasyAccess 2.0

2.3.8. System Password

B Project Management

all==] =

identity: % cMI8E9C B 04:30:08pm 201611130
System Setting |

Project Management

Restart Project  Update Project  Backup Project

Please click following button to restart Project.

Restart EB Project

Set login password and the password for transferring project file.

Network
Date/Time
HMI Name
History
Email

Project Management

ﬂ System Password

Enhanced Security

EasyAccess 2.0

UMO017003E_20200924

5 a=Te] = ]
[ cMT series Server x
< C | ® 192.168.100.1/web_ihmi/PWDframe.php Q B
Lzt | & ovrsEC & 043048 TRED
L l.'\3,'stelr$1}'5elting _ = 04:30:18 pm 0 0

System Password

Please select identity to edit password.

System Setting -

Current password Current password

Mew password:

Mew password

Confirm new password: Confirm new password

Save

Segnetics-Russia.ru / otaen npopgax: sales@segnetics-russia.ru
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2.3.9. Enhanced Security
The account setting in this tab can determine the accounts that can log in OPC UA.

cMT-G01/G02 User Manual

[Accounts]: Add user or change user password and operable classes.

[Import User Account]: Import the user accounts built in Administrator Tools.

4

History

Email

Project Management

System Password

22 Enhanced Security

EasyAccess 2.0

Please click [Save] button after editing data

|_soomx | Pwod |48 clolElFlelnlolslelL] |

111111

admin

s

all==] =
[ eMT series Server x W\
<« C | ® 192.168.100.1/web_ihmi/Eaccount.php QW
identity: % oMT-8E9C §  04:30:32 pm 2016/11/30
L Syster}\ySetting _ :
anced Securi
oa— Enhanced Security
Date/Time Accounts  Import User Accounts
HMI Name
Sav

v v v

L A L L R -

2.3.10. EasyAccess 2.0
This tab shows Hardware Key, EasyAccess 2.0 activate status, and proxy settings.

For more information on EasyAccess 2.0, please see EasyAccess 2.0 User Manual.

identity:
System Setting

i

Network

Date/Time

HMI Name

History

Email

Project Management
System Password

Enhanced Security

W3 EasyAccess 2.0

UMO017003E_20200924

EasyAccess 2.

Account:

Password:

EasyAccess 2.0

.0 Proxy

Account

Password

De

tect activation status

Activate

[all=[=] sz
[ cMT series Server x W
< C | @ 192.168.100.1/web_ihmi/RA.php Q B ¥

Hardware key 2VHMKO4X-3VC6-XE7T-PCKN-Z3AA-IFS5IDDR

% oMT-8E9C 5 04:34:19 pm

Segnetics-Russia.ru / oraen npoaax:
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2.3.11.0PA UA

cMT-G01/G02 User Manual

Configure OPC UA settings. Please see Chapter 6 in this manual for more information.

2.3.12. Communication

This tab displays the communication parameters of the device connected to cMT-G01/G02. The

parameters can be changed.

Network
Date/Time
HMI Name
History

Email

Project Management

System Password
Enhanced Security
EasyAccess 2.0
OPCUA

Communication

Protocol

@  Siemens 57-300 MPI Siemens S7-300 MPI COM 3 (187.5K.E8,1) RS485 2W 2

Mitsubishi XGU/FX3G Mitsubishi FX3U/FX3G COM 2 (38400E,7,1) RS485 4W N/A

MODBUS RTU MODBUS RTU, RTU over TCP COM 1(115200E8,1) RS232 1

COM Port Settings (PLC #3) Resst

Interface | Rsass 2w

Baud Rate | 187.5¢

Data Bits : | Bbits

Parity | Even

Stop Bits - | 18i

Timeout (100ms) 0 & |

Turnaround Delay (ms) : 0 s |

Parameter 1 10 &

Parameter 2 0 |

Send ACK Delay - o &)
save

Parameter list for the device connected via Serial Port.

English
Interface
Baud rate
Data Bits

Parity
Stop Bits
Timeout

Parameter 1
Parameter 2
Send ACK Delay

Parameter list for the device connected via Ethernet Port.

UMO017003E_20200924
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Chapter3.

Updating Web Package and OS

cMT-G01/G02 User Manual

cMT-G01/G02 Web Package and OS can be updated through Ethernet. Launch Utility ManagerEX,
select [cMT Series] » [Maintenance] » [cMT-G01 OS Upgrade].

7

e

Design
dTiT
Viewer
Analysis &
= =

Publish

Maintenance

Data
Conversion

Build user account and mail setting files in a
USB drive/SD card without modifying project

| ‘

file, and then transfer them to HMI by USB/SD. [

cMT Viewer

Connect to a cMT-SVR machine. PC acts as a

display terminal for cMT-SVR.

cMT-iV5 OS Upgrade

Update OS on cMT-iV5

cMT-G01 OS Upgrade

Update OS on cMT-G01

o

o

o

3.1 Updating Web Package
1. Select an HMI to update OS.

2. Select [Web package] and browse for the source file.

3. Click [Update].

cMT-G01 OS Ugate E

Kl IP." HMIName i
HMI Name: cMT-G01 192.168.1.144 (cMT-G01)
Search
Search Al
@ Web package Cywveb_ihmi.bin Lﬁj

©os

connecting HMI and checking password
downloading Web package...

Updating Web Package...

finished

Password: 111111

Mask

UMO017003E_20200924
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3.2 Updating OS
1. Select an HMI to update OS.

cMT-G01/G02 User Manual

2. Select [0S], a Warning message shows, please read this message carefully before you click [OK].

Warning

=

QS Firmware upgrade is a critical operation, Please make sure power stays on
and do neot disconnect before the update is completed. Contact your service
provider if you are not sure of this operation. After update is completed, the

system will automatically reboot .

Begin firmware update procedure

oKk |

Cancel ]

3.
then click [Update].

If you click [OK], the cMT-G01 OS Update window opens again, browse for the source file, and

«MT-G01 OS Update

Kl P

HMI Mame:

HMI Name

cMT-GO1 -

Search

Search All

192.168.1.144 (cMT-G01

.l

) Web package

@ Qs CAMTFirmware.bin

Password: 111111

|:| Mask

4. The message window below opens, please do not turn off the power while upgrading.

UtilityManager

l Do you want to start the upgrade?
EY

operation may take a few minutes.

L (Your device will be upgraded after clicking Yes. Note this

Again, please do not turn off the power while upgrading.)

)

5. When finished, cMT-G01 OS Update window shows “finished”.

UMO017003E_20200924
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I__“’ WE!NTEK
<MT-GO1 OS Update (=2l
Kl IP." HMIName i
HMI Name: cMT-G01 LAl 192.168.1.144 (cMT-G01
Search
Search All
) Web package
@ 0os CA\MTfirmware.bin Lﬁj
connecting HMI and checking password
downloading OS...
Updating O5...
finished
Password: 111111 [ mask

UMO017003E_20200924
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Chapter4. How to create a cMT-G01/G02 project

This chapter explains how to create a project when cMT-G01/G02 is used as an OPC UA Server, and
how to set the addresses used to communicate with OPC UA Clients. The basic steps are:

1. Add a driver into Device List in EasyBuilder Pro.

2. Enable OPC UA Server and designate communication address.

3. Download the project to HMI.

Add drivers Services Download

Add drivers for connected Add services for SCADA/office/ S ep: £ . -
% Transfer this configuration to
controllers/PLC/inverters/.. external system to access. i

Cocun N var

The following explains how to set up OPC UA Server in the project.

4.1. Create a new project

Step 1. Launch EasyBuilder Pro and select a cMT-G01/G02.

EasyBuilder Pro (Copyright c 2006 Weintek Lab., [ﬁ)

Welcome to EasyBuilder Pro. Please select your model. |‘

Model : |cMT-GO1 (IloT Gateway) vl

Use template (template_G01.cmtp)

[ OK ] [ Cancel ]

Step 2. AddaPLCinto the Device List.

UMO017003E_20200924 18
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L_“v WE!NTEK
 System Parameter Settings @
Device |Model | General | System Setting | Secuity | Time Sync/DST | e-Mail |
Device list : What's yy IP ?
No. Name Location Device type Interface IiF Protocol
= [Local HMI Local HHI Local cMT-GO1 (1024... - =
3 Local PLC 4 |MODBUS TCP/IP MODBUS TCP/IP | Ethernet (IP=1... |[TCP/P

Step 3.  Click [lloT] » [OPC UA Server], and select [Enable] check box to enable OPC UA Server.
OPC UA Server
[¥] Enable
Server
Tag
ERM] Local HM]] New group
@-{_| MODBUS TCP/IP New T
Step 4. Click [Tags] of the device and then click [New Tag] to add tags monitored using OPC UA.
When finished, click [OK] to leave.
New Tag @
Name : Monitor 4x-1
Type
) Bit @ Word
Address
PLC : |MODBUS TCP/IP Settings...
Address : [4,( v] 1 ] ;iG-bit Unsigned(
Type
[V|Readable Writable
[ OK ” Cancel ]

Step 5. Find the created tags in OPC UA Server window. Larger quantity of tags can be exported as

csv/excel file and then imported for editing.

=[] MODBUS TCP/IP

B-{_] Tags
-l Monitor 4x-1

OPC UA Server
[¥] Enable
Server
New group...
B Monitor LW-0 Delete

[ e |

UMO017003E_20200924
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4.2. Download project to cMT-G01/G02

The format of the project file run on cMT-G01/GO02 is *.cxob. In EasyBuilder Pro, click [Project] »
[Compile] to compile the project into *.cxob format. When finish compiling, you can download the
project to cMT-G01/G02 by two ways.

Way 1: Download using EasyBuilder Pro. Click [Project] » [Download], and set HMI IP address. The
project can be downloaded via Ethernet.

Download
@ Ethernet Password/Port no. of download/upload : | Settings...
4/ 1P | HMIName b
IP: 1192.168.1.100 v
What's my IP ?

[¥]Runtime * Necessary if update runtime or execute download first time.

[¥] Reset recipe [¥] Reset event log

[¥] Automatically using current settings to download after compiling

Download Stop Exit

Way 2: Download using website. Open internet browser (IE, Chrome, Firefox), enter cMT-G01/G02
IP address (for example: 192.168.100.1), click System Setting, enter password, and then configure
cMT-G01/G02 settings. Go to [Project Management] page and open [Upload Project] tab to
download the project file from the computer to cMT-G01/G02.

UMO017003E_20200924
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[(B]l=]E] = ]

/ [0 cMT series Server Y
4

S |

& C | ® 192.168.100.1/web_ihmi/ProjectM.php Q 7 By
identity: % cMT-8E9C & 02:19:27 pm 2016/12/01
L SysterEySetting
roiect Mc Taeme
Network Project Management
Date/Time Restart Project  Update Project  Backup Project

HMI Name Please select item(s) to update

IR | EMTP1.coob

History + Project
Email RW
B Project Management RW_A

System Password

Enhanced Security

EasyAccess 2.0

Upload

4.3. Monitoring OPC UA Client
After downloading the project file to HMI, use OPC UA Client software to connect with

cMT-G01/G02 to monitor PLC data.

[ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject® == e =
Eile View Server Document Settings Help
D PDBO #=°0 XKE BE >
Pmoject & X | Datohecess Tiew [x]
4 [ Project # Server NodeId Display Name Value Datatype ource Timestam)| erver Timestam;  Statuscode
4 [A Servers 1 UaServer@cMT.. NS2|String|MO.. Monitor 4x-1 o Ulntl6 P 01:45:41.139 PM 01:46:55.565 Good
12 UaServer@cMT-4B36 - None - Nong 2 UaServer@cMT.. NS2|String|Loc... Monitor LW-0 0 Ulntls PM 01:49:48.701 PM 01:49:48.701 Good

23 UaServer@cMT-BEIC - None - Nong
4 [1 Documents
[J Data Access View

< i

ALddvess Space =
5 [Wo Bighlight
) Root
4 [ Objects
4 [ Local HMI
> [ HMIInfo
a D Tags
> @@ Monitor LW-0 r
4 |3 MODBUS TCR/IP
a D Tags
> @@ Monitor4x-1
> e Server i
b D Types < m

o Jle x| |~

] »

Note: The above is a screenshot of UaExport settings window, for more information on OPC UA

Client software settings, please see software’s manual.

4.4. On-line/Off-line Simulation
Running On-line or Off-line simulation in EasyBuilder Pro helps you examine OPC UA Tag settings. In

UMO017003E_20200924
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On-line simulation, cMT Diagnoser can read from / write to PLC. Please note that On-line simulation
is limited to 10 minutes.

Step 1. In EasyBuilder Pro click [Project] » [On-line Simulation] / [Off-line Simulation] to open

cMT Diagnoser window.

Step 2. Add the tags to be previewed into the Monitor list on the right side.

Step 3.  In On-line Simulation, data in PLC tags will also change.

|E3| ¢MT Diagnaser (Simulation)

State: Connected

Browser C Monitor W o
Name Status Name Id DataType Value
« Local HMI LwW-0 NS2|Strin...  UlInt16 0
Ax-1 NS2|Strin...  UInt16 0
v Tags
LW-0 Readable
Sys_Tags
Statistics

~ MODBUS RTU

v Tags n
4x-1 Readable
Statistics

UMO017003E_20200924
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Chapter5. Functions supported by cMT-G01/G02

OPC UA Server
http://www.weintek.com/download/EBPro/Document/UMO016009E OPC UA UserManual en

-pdf
EasyAccess 2.0

http://www.weintek.com/download/EasyAccess20/Manual/eng/EasyAccess2 _UserManual en.
pdf

Modbus TCP/IP Gateway

MQTT

Administrator Tools

Time synchronization (NTP)

Macro

Project protection

Communication with iE/XE/eMT/mTV HMI models.
Pass-through

Data Transfer (Global) object

Off-line / On-line Simulation

Recipes (RW, RW_A)

Event Log (please note that cMT-G01/G02 cannot read history data saved in an external device)
E-Mail

Scheduler

Managing OPC UA and communication parameters using Web interface.

UMO017003E_20200924
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Chapter6. OPC UA Web Management Interface

6.1. Introduction

cMT-G01/G02 provides a web-based tool for convenient access to OPC UA configurations.
€ OF 192.168.2.222/web_ihmifindex.php 0% C© Q= * B $ A S =

© EXTE

Please Login!

S Update | Histor
sefting i

LOGIN &

| INFORMATION

_0) 1521682222
;.) 2017/07/19
9 1:41:00 am

Open cMT-G01/G02’s webpage by entering its IP address into the address bar of a web browser. At

the entry page, log in with System setting’s password. Factory default of the password is 111111.
(Suggested resolution: 1024x768 or higher)

g Lovak
Network
) @ OPCUAServer @ Status: Running
Date/Time
©opc.tep://192.168.2.222:48011/GO1
HMI Name
- Server Settings  Editnode  Certificates  Discovery  Advanced
istory
— General
Project Management Port: 43011 i
System Password Servermame:  GOL
Enhanced Security Security policy: | v None
T v Basic128Rsals Sign;Sign & Encrypt
v Basic256 Sign:Sign & Encrypt
@ OPCUA
« Basic256sha256 Sign:Sign & Encrypt
Communication
Option: Automatically Trust All Client Certificates

User Authentication

Anorymous | Enable ¥ User name & password v Certificate
7| rowse Browse class: Class:A
Read dass Class:B
+ Read
Wiite class: Class:C
~  Writ

*Edit users setting in [Enhacned Security] and use corresponding permission classes (browse/read/write).
*If setting changes are made while OPC UA server is running, the server will restart momentarily for the changes to take effect

Save

Navigate to the OPC UA configuration page from the context menu on the left.
The OPC UA configuration page consists of a Startup/Shutdown control with status bar and tabbed
windows including: Server settings, Edit node, Certificates, Discovery, and Advanced.

UMO017003E_20200924
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Usage of each window tab:

LEL Description

. Configure server settings such as port, name, security, user
Server settings o
authentication......etc.

Edit node Manage tags used by OPC UA server.

Certificates Manage certificates used by OPC UA server.
Discovery Manage list of discovery server.
Advanced Advanced options and features.

6.2. Startup / Shut Down
OPC UA

I OPCUA Server © Status: Stopped
°opc.tcp://l 92.168.2.222:48011/G01

OPC UA

@ ' OPCUAServer @ Status:Running e
©Qopc.tcp://192.168.2.222:48011/G01

Use the toggle button to start up or shut down the OPC UA server. If there is active client
connection, when shutting down, the server will wait for a few seconds before closing off
completely.

In addition, both the toggle button and a line of text also indicate the status of the server. The status
is refreshed approximately every 10 seconds. An icon on the right ©* indicates that the status is
being refreshed.

Endpoint URL is also displayed for user’s reference.

*Whenever a page refresh is desired, use the menu on the left. Avoid using the browser’s refresh

button to reload a tab as you may be asked to enter the password to log in again.

6.3. Server Settings

The Server settings page shows general configurations of the OPC UA server.

UMO017003E_20200924 25
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identity:
L Syster;(wySetting

Network
Date/Time
HMI Name
History

Email
Project Management
System Password
Enhanced Security
EasyAccess 2.0

@ OPCUA

Communication

cMT-G01/G02 User Manual

OPC UA

@ ) OPCUAServer @ Status: Running q
Qopc.tcp://192.168.2.222:48011/GO1

Server Settings  Editnode  Certificates  Discovery  Advanced

General
Port: 48011
Server name: GO1

Security policy:  + None

+ Basic128Rsal5 Sign;Sign & Encrypt v

+ Basic256 Sign;Sign & Encrypt v

« Basic256sha256 Sign;Sign & Encrypt v
Option: Automatically Trust All Client Certificates

User Authentication

Anonymous + Enable + Username & password
Browse class: Class:A v
+ Browse
Read class: Class:B v
+ Read
Write class: Class:C -
« Write

v Certificate

*Edit users setting in [Enhacned Security] and use corresponding permission classes
(browse/read/write).

*If setting changes are made while OPC UA server is running, the server will restart momentarily for the
changes to take effect.

Save

General Function

Port

Access port of the OPC UA server

Server name

Server name of the OPC UA server

Security policy

Supported security policies. At least one must be selected.
Supported Policy: None, Basic128Rsal5, Basic256, Basic256sha256
Mode: Sign, Sign & Encrypt

Option

Automatically Trust all client certificates: by enabling this option, the
OPC UA server will trust the certificate from any client connection.

OPC UA server must be configured with at least one user authentication mode as listed in the

following table.

UMO017003E_20200924
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Authentication

Descriptions

Allow anonymous client connection. At least one of Browse, Read, or
Anonymous .
Write modes must be selected.

Allow user authentication with username and password. Each access

User name & mode, browse, read, and write can be assigned to a user class. User

Password classes are configured in the Enhanced Security mode on the web
interface or in EasyBuilder Pro.
Certificate User authentication with X.509 certificate

After completing settings, click the Save button to save the changes. OPC UA server will shut down
momentarily and then restart for the changes to take effect.

6.4. Edit Node

identity: L & 0 7 2017/10/03
Sy: rLy Setting =
OPC UA
Network
@ ' OPCUAServer @ Status:Running (85

Date/Time

@ opcicp/192.168.2.222:48011/G01
HMI Name

Advanced

TR o

Expandall / Collapse all

Server Settings  Editnode  Certificates  Discovery

History

Email

Tags Information

Project Management

Tag Name: tag 1

System Password
Enhanced Security

EasyAccess 2.0

®, OPCUA

Communication

[2J Local HMI

12 Siemens 57-300 MPI
(=) Mitsubishi FX5U

[/ MODBUS RTU

> [ Tags

2 MODBUS TCP/IP

~ [ Tags

A
Type: Bit

PLC: MODBUS TCP/IP
Address: 0x 1

Index register:  N/A

Date type: BOOL

Length: 1

Access: Read | Write

» [ dynamic
> [ static
o tag1 [}
-V [ BACnet/IP
i~ L Tags
-~ | 1-3-A0-PV

v

*After editing the tags, use the Save button below to apply the changes to the OPC UA server.If OPC UA server is running, the server will restart
momentarily for the changes to take effect.

Save

In this page, the user can view and manage the tags currently available in the OPC UA server. New
nodes and groups can be added, while existing nodes and groups can be edited or deleted. For ease
of navigation, detail information of the currently selected node/group is displayed on the right.
After completing settings, it is necessary to click the Save button to save the changes. OPC UA
server will shut down momentarily and then restart for the changes to take effect. Changes will be

lost if one exits this page without saving.

UMO017003E_20200924
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Edit Tag

Tag Name: tag 1
Type: @ Bit Word
PLC: MODBUS TCP/IP
Address: 0x -1
Format: DDDDD [range : 1 ~65535]

Index register:

Length:

Access:  « Readable Writable

Note that all modifications can only be made for existing drivers. It is not possible to change or add
other drivers that are not already available. It is also not possible to edit the nodes used by tag
PLCs*.

*Tag PLCs are characterized by their use of name tags as device memory address as opposed to
using device name with indices. Examples of tag PLCs include: BACnet, Rockwell Free Tag Names,
Siemens S7-1200,...etc.

6.5. Certificates
In this page, the user can manage certificates and revocation lists of the OPC UA server. Use the

dropdown menu to access each page.

If “Allow anonymous client connection” (in the Server settings tab ) option is not active, OPC UA
server will reject all client connections and place their certificates in the untrusted list. User may

manually “trust” them in this page. Use the reload button & to repopulate the list of certificates if
necessary.

Similarly, currently trusted certificates can be manually rejected on the same page.

UMO017003E_20200924
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Network

Date/Time

HMI Name

History

Email

Project Management
System Password

Enhanced Security

EasyAccess 2.0

@. OPCUA

Communication

cMT-G01/G02 User Manual

identity: ® 1921682222 B 09:1816am > 2017/10/03
System Setting g

OPC UA

( OPC UA Server @ Status: Running
Qopc.tcp://192.168.2.222:48011/GO1

Server Settings  Editnode  Certificates  Discovery  Advanced

Trusted Clients e

Status Name Valid From  Valid to Organization OrganizationUnit URI

. . :p pc:UnifiedAd lion:UaExpert,

O Trusted UaExpert@peter-pc 2017/01/13  2022/01/12  Weintek MyUnit DNS:peter-pc
urn:Jeremy:Unified Automation:UaExpert@Jeremy,

O Trusted UaExpert@Jeremy 2017/03/22 2018/03/22 None DNS:Jeremy, IP Address:127.0.0.1

. . urn:peter-pc:Unified Automation:UaExpert,
X Untrusted UaExpert@peter-pc 2017/01/13  2022/01/12  Weintek MyUnit DNSwpeter-pc

Import Certificate

Page Description

Trusted Clients

Lists of trusted/rejected client certificates on the server.

Supported operation: Trust/Reject, Remove, Import, Export.

Trusted Users

Lists of trusted/rejected user certificates on the server. Supported
operation: Trust/Reject, Remove, Import, Export.

Own

Server’s own certificate.

Supported operation: Update, Remove.

When updating own certificate, matching certificate and Private Key
must be uploaded together; otherwise, update will fail.

A self-signed, 20-year validity certificate will be generated
automatically if own certificate is absent when server starts up.

Issuers

Trusted Client List of trusted client issuer certificates.

Supported operation: Import, Remove, Export.

Trusted User
Issues

List of trusted client issuer certificates.

Supported operation: Import, Remove, Export.

Certificate

Revocation Lis

Certificate revocation lists for client, user, client issuer, and user issuer.

t Supported operation: Import, Remove, Export

6.6. Discovery

OPC UA server can register itself with Local Discovery Servers. In this page, the user can maintain

the list of discovery servers that OPC UA server will register with during startup. Should the

discovery server be unavailable during server shutdown, the shutdown process will be slightly

delayed.

UMO017003E_20200924
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L ETIS
Date/Time
HMI Name
History
Email
Project Management
System Password
Enhanced Security
EasyAccess 2.0

@ OPCUA

Communication

identity:
Syster;y Setting

OPC UA

@ ' OPCUAServer @ Status: Running
Qopc.tcp://192.168.2.222:48011/G01

Server Settings  Editnode  Certificates  Discovery  Advanced

opc.tep://192.168.1.81:4840

cMT-G01/G02 User Manual

¥ 1921682222 @ 09:49:51 am @ 2017/10/03

Server URL Comment

*Server shutdown may be slightly delayed if the registered discovery server is unavailable at that time.
*If setting changes are made while OPC UA server is running, the server will restart momentarily for the changes to take effect.

Add Remove

After completing settings, click the Save button to save the changes. OPC UA server will shut down

momentarily and then restart for the changes to take effect.

6.7. Advanced

Additional settings can be configured in the Advanced tab. The user can set the trace logging level

and specific startup behavior of the OPC UA server. Furthermore, the trace log can be downloaded.

S

L ETIS

Date/Time

HMI Name

History

Email

Project Management
System Password

Enhanced Security

EasyAccess 2.0

@ OPCUA

Communication

identity:
Syster;y Setting

OPC UA

@ ' OPCUAServer @ Status: Running
Qopc.tcp://192.168.2.222:48011/G01

Server Settings  Editnode  Certificates  Discovery  Advanced

Allow server to start with an expired certificate

Trace Log: None @ Error Debug All

Save Download Log

¥ 192.168.2.222 @ 09:52:44 am @ 2017/10/03

After completing settings, click the Save button to save the changes. OPC UA server will shut down

momentarily and then restart for the changes to take effect.
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