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Important Information

Warranty

All products manufactured by ICP DAS are under warranty regarding

defective materials for a period of one year, beginning from the date of

delivery to the original purchaser.

Warning

ICP DAS assumes no liability for any damage resulting from the use of this
product.ICP DAS reserves the right to change this manual at any time
without notice. The information furnished by ICP DAS is believed to be
accurate and reliable. However, no responsibility is assumed by ICP DAS
for its use, not for any infringements of patents or other rights of third parties

resulting from its use.

Copyright
Copyright @ 2018 by ICP DAS Co., Ltd. All rights are reserved.

Trademark

Names are used for identification purpose only and may be registered

trademarks of their respective companies.

Contact us

If you encounter any problems while operating this device, feel free to contact us

via mail at: service@icpdas.com.
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1. Introduction

The LRA-900-E is a Ethernet to radio device designed for
remote communication operating in a transparent way and
exploiting the physical layer of LoRa (Long Range)
transmission  technology. By using the VxComm
Driver/Utility, the built-in RF port of the LRA-900-E can be
virtualized to a standard PC COM Port in Windows.
Therefore, users can transparently access RF datas over the
Internet/Ethernet via COM Port program.

2
3

VxC

driver & utility

Where remote Serialygdevices
become part of your PC

The LRA-900-E provides a maximum line of sight (LOS) transmission distance of 1500 meters at

an RF bit rate 10,000 bps. In order to overcome the interference that may be encountered in

harsh environments, the LRA-900-E allows the RF transmission bit rate to be configured to a

minimum of 250 bps, enhancing the capability of the modem to resist noise and other

interference. Additionally, the RF channels and Group IDs are adjustable, which is helpful to

avoid interference encountered when two LRA-900-E networks are adjacent. The RF channels

and the Group IDs can be configured in order to distinguish and control the different LRA-900-E

networks.
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1.1. VxComm Technology

In general, writing a TCP/IP program is more difficult than writing a COM Port program. Another
issue is that perhaps the existing the COM Port communication system was built many years ago
and is now outdated.

As a result, a new technology, VxComm was developed to virtualize the RF Port of the
LRA-900-E to become a COM Port on the PC and allow up to 256 COM Ports to be used on a
central computer. The VxComm driver saves time when accessing LRA-900-E devices through

the Ethernet without the need for reprogramming the COM Port software on the PC.

1 P
/// PC (n) I ///
/, I
Ethernet Switch PC (2) 4
L == N -
PH s el 8 E Y h
PC (1) _
Ethernet = -
| b <
T .
-— BRI gy
RF port
—————— -1))— - COM 3
LRA-900-E
IP-1
RF port
————— t))) S COM 10
LRA-900-E
IP-2 L
iver
RF port //
®) COM 256
LRA-900-E :
IP-n VxComm Driver
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1.2. Web Server Technology

Web server technology enables the LRA-900-E to be configured via a standard web browser
interface, e.g. Google Chrome, Internet Explorer, or Firefox, etc. This means that it is easy to
check the configuration of thet LRA-900-E via an Ethernet network without needing to install any
other software tools, thereby reducing the learning curve required for maintaining the device.

Ethernet to LoRa Converter (LRA-900-E)

Home | Port1 | Network Setting | Filter | Monitor | Change Password | Logout

GLEERETNEE [ RA-900-E LoRa Converter
V1.0.0 [2018/07/30] YT 00-0d-e0-a0-00-05
T 172.17.11.250 e hd 10000

e System Idle:
NERi W OFF (Seconds) 300

Current settings:

R sotunos| I TAN

0
[ Gown] 1
[ RrrRac o)
RF Frequency (MHz): | 869.5
[ RFPower] 12
Port settings| [N N
[ tocairce rort |G
[ Conneton idie (Seconas) |
[ Premxsng|
| Data Packing| IR LR 7

Copyright © 2018 ICP DAS Co., Ltd. All rights reserved.
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2. Hardware Information

This chapter provides a detailed description of the front panel, the hardware specifications and
the dimensions for the LRA-900-E module.

2.1. Specifications

RF Interface

Radio Frequency

864~ 871.5MHz, 915~ 922.5MHz
(channel: 32, recommend using 868 +/- 4 MHz)

Baud Rate 10000 ~ 250 bps

Transmission Power 15 dBm (Max.)

Antenna 2 dBi Omnidirectional Antenna

Transmission Distance | up to 1500 m ( with 10,000 baud, in free field conditions )
Group ID 0~255

Protocols Transparent transmit

Configuration Web Server

Ethernet Interface

Ethernet

10/100 Base-TX, 8-pin RJ-45 x 1, (Auto-negotiating, Auto-MDI/MDIX,
LED indicator)

LED Indicators

Red/ Green/ Yellow

Power / RF TxD / RF RxD Status

EMS Protection

ESD +/- 4 kV Contact
EFT +/- 1 kV

Surge +/- 1 kV

Power

Power Input +10 Vpc ~ +30 Vpc
Power Consumption 1.5W (Max.)
Mechanical

Dimensions (W x L x H)

110 mm x 83 mm x 33 mm ( not include antenna)

Installation DIN-Rail
Environment

Operating Temperature | -25°C ~+75 °C
Storage Temperature -30 °C ~ +80 °C

Relative Humidity

10 ~ 90% RH, Non-condensing

Note: RF Port = TCP Port 10001
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2.2.

* & ¢ o

L JBR 2R JEE JEE JEE JEE JER JER JER 2N 2NN 4

Features

LoRa (Long Range) transmission technology
32 RF channels (Frequency band : 864~ 871.5MHz, 915~ 922.5MHz)
RF baud rates (10,000 ~ 250 bps)

Wireless line of sight (LOS) transmission range of up to 1500 meters at an RF baud rate
of 10,000 bps

Data transmission via Virtual COM or raw TCP connection

VxComm Driver for 32-bit and 64-bit Windows XP/2003/2008/Vista/7/8/10
Max. connections: 1 socket is suggested

Supports TCP server-mode operation

Supports UDP responder for device discovery (UDP Search)

Static IP or DHCP network configuration

Easy firmware update via the Ethernet (BOOTP, TFTP)

Tiny Web server for configuration (HTTP)

Contains a 32-bit MCU that efficiently handles network traffic

10/100 Base-TX Ethernet, RJ-45 x1 (Auto-negotiating, auto MDI/MDIX, LED Indicators)
3000 Vpc isolation and +/- 4 kV ESD protection

ROHS compliant with no Halogen
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2.3. Appearance

Once power is supplied to the LRA-900-E module,
the LED indicator will illuminate. An overview of
the LED functions is given below:
LED | Behavior Description
On +10 ~ +30 Vpc Power On
PWR Off Power Off
Flash Module into Init mode
On RF is transmitting data
RF_Tx : :
Off RF is no data to transmit
On RF is receiving data
RF_Rx : -
Off RF is no data to receive

2. Device ID Switch

Device ID, 0x01 ~ OxFE

LSB
NOTE:
Device . . ” ;
ID » Each module’s “Device ID” must be different from each other.
. > 0x00 and OxFF are reserved for future used, don't set these
two values.
3. Operating Mode Switch

Init Mode: Configuration mode
Run Mode: Firmware operation mode
For LRA-900-E module, the operating mode switch is set to the

Run position by default. In order to update the firmware for the
Run -l-|—:- Init LRA-900-E module, the switch must be moved from the Run
position to the Init position. The switch must be returned to the
Run position after the update is complete.
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+10 to +30 Vpc Terminal Block

F.G. GND +Vs

The LRA-900-E is equipped with a +10Vpc to +30 Vpc 3-pin
terminal block that can be used to connect a DC power supply.

Ethernet RJ-45 Jack

The LRA-900-E module is equipped with an RJ-45 jack that is
used as the 10/100 Base-TX Ethernet port and features
networking capabilities. When an Ethernet link is detected and an
Ethernet packet is received, the Link/Act LED (Green) indicator
will be illuminated. When Ethernet running at 100 Mbps, the
10/100M LED (Green) indicator will be illuminated.
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2.4. Dimensions

The following diagrams provide the dimensions of the LRA-900-E module. All dimensions are in

millimeters.
®
| g
175 — 33—
= —_— == —=—
11— JUI
390 D D
i o] I
S 1100 os
el | i R —— =
248 ——
E&% I ”E':il;E == _ —= == |J||HH l H J_EJ_L
!
Left Side View Front View Right Side View Rear View
Unit: mm
Bottom View
LRA-900-E (Ethernet to LoRa Radio Modem) User Manual Version 1.0.1 Page : 12

Copyright © 2018 ICP DAS Co., Ltd. All Rights Reserved E-mail: service@icpdas.com



3. Setting up the LRA-900-E Module

This chapter provides detailed information about how to use the LRA-900-E module. Before
using the module, Ethernet configuration and VxComm utility driver installation procedures must

first be fully completed. Follow the procedure described below:

Step 1: Connect the Power Supply and the Host PC

1. Ensure that the network settings on your PC are configured correctly.

2. Ensure that the Windows firewall or any Anti-Virus firewall software is correctly configured or
temporarily disable these functions; otherwise the “Search Servers” function in the VxComm
Utility may not work as required. You may need to contact your System Administrator for

more details of how to do this.

3. Check that the Init/Run switch is in the “Run” position and set the “Device ID” switch to

necessary position.

I Device
ID
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4. Connect both thet LRA-900-E and the Host computer to the same sub-network or the same
Ethernet Switch, and then power on the LRA-900-E. Refer to following figure for illustrations
of how to do this.

F.G. GND +Vs .~

Ethernet Cable

5. Verify that the PWR LED indicator is illuminated.

Step 2: Install the VxComm Utility

The VxComm Utility can be obtained from the ICP DAS FTP site, or the ICP DAS web site. The
location of the install files on the download addresse is shown below:
http://ftp.icpdas.com/pub/cd/8000cd/napdos/driver/vxcomm driver/

Step 3: Search for the LRA-900-E module on the Ethernet network

1. Open the VxComm Utility and then click the “ Search Servers” button to search for the
LRA-900-E module.

2. Once the search process is complete, double-click the name of the LRA-900-E module to

open the “Configure Server” dialog box.
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http://ftp.icpdas.com/pub/cd/8000cd/napdos/driver/vxcomm_driver/

- YxComm Utility [v2.13.14, Jun.26, 2018]
File Server Port Tools

4 / r:::__-,"‘ Configure Server Configure Port ‘
Baudrate

e Servers Port Virtual COM

2:’: | cCIT W W
P Webh Alias _
LRA-900-E LoRa Converter 192.168.255.1 255.255.0.0 192.168.0.1 00:0d:e
Search Servers

Configuration

Exit

Stats y

3. Enter the network settings information, including the IP, Mask and Gateway addresses, and
then click “OK” button. The new settings for the LRA-900-E will take effect within 2 seconds. If
you don’t know the correct network configuration information, contact your Network

Administrator to obtain the details.

Configure Server (IDF)

Server Name : LRA-300-E 3
FDHcp: |[I: OFF j Sub-net Mask : |255.255.I].I] #lias: |LoRa Converte (7 Chars]

IP Address :  |192.168.255.10 Gateway : [192.168.0.1| |00:0d:e0:H::ff

Contact ;om Network Administrator to get correct configuration before any change. Cancel
LRA-900-E (Ethernet to LoRa Radio Modem) User Manual Version 1.0.1 Page : 15
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Step 4: Configuring the Virtual COM Ports

1. Wait 2 seconds and then click the “ Search Servers” button again to ensure that the
LRA-900-E is working correctly with the new configuration.

# YxComm Utlity [v2.13.14, Jun.26, 2018]

File Server Port Tools

..df % Configure Server Configure Port

ch jﬂmj?m.ﬂ Servers Port Virtual COM Baudrate
WhErE FEmole -.---....g:.wﬂ

@ Add Server(s]
:;\f Remove Server < >
¢ W web Alias _ _ |

|LF|A-9|JU'E LoRa Converter 192.168.255.1 255.255.0.0 192.168.0.1  00:0d:e

Configuratior

Click your LRA-900-E in the list

Exit

Status

2. Click the “Add Server[s]” button. Assign a COM Port number and click “OK” to save your
settings.

# ¥xComm Utility [v2.13.14, Jun.26, 2018]

File Server Port Tool:

Configure Server

Configure Port

Adding Servers

IP Range ] Server Options I Port Options

Server Information

Server Name : I A-900-I v Get name automatically
Lol : IP Range Start: [192.168.255.10 ¥ Skip duplicated IP >
Y WBM. IP Range End: 192,168.255.10 MA
H Search Servers | Includes the following special IP @ 22

[ 0[MNet] ¥ 254 [Gateway] [ 255 [Broadcast) AD:
Configuration [UDP] |

l Virtual COM and IO Port Mappingo
Exit
COM Port : 5
Status [~ Fixed baudra ings of servers. y
[~ Maps virtual 170" on servers. 6
ll 0K Iﬂ Cancel
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3. Click on LRA-900-E name and check the virtual COM port mappings on the PC.
# ¥xComm Utility [v2.13.14, Jun.26, 2018] =13

File Server FPort Tools
. / % Configire Sorver Check the COM Port
d Servers Port Virtual COM Baudrate
i Eility
VxComim LRA-900-E (192.168.255.10) Portl0  Reserved NIA
DO Dt Of yiur P Port 1 Comz2 Fixed
@ Add Server(s) N
x Remove Server
< >
'r-\".. Web Name Alias IP Address Sub-net Mask Gateway | MA
LRA-900-E LoRa Converter 192.168.255.10 255.255.0.0 192.168.0.1 0o:
H Search Servers | | GRP-5xx N7A 172.16.27.200  255.240.0.0 44:
iDS-720 WISE-5231M-AGE 172.17.77.77 255.240.0.0 172.18.0.254 AD:
Exit
< >
Status: OK i

4. Click “Tools” = “Restart Driver”, and then click the “Restart Driver” button.

# YxComm Utility [v2.13.14, Jun.26, 2018]

start Diriver

.\Conﬁgure Server Configure Port

.

S | bt RTU M “Virtual COM | Baudrate

! i Modbus TCP Master :
Vx,,c@ . ) ¥xComm [ tility: Restarting Dniver A
become part of v g Dipver Options —

i Svsten Tnformation
@ Add Server[s] I

Restart the driver to use new configuration.

.~ Make sure you have closed all virtual COM ports first.

x Remove Server 5
St : Dri i t ing. 7

.,./_\‘ WEh Name alus MVET IS NOTU runming MA
LRA-90 0.1 0o:

H Search Servers | | GRP-5 l Restart Driver l 44:
iDS-720 254  AD:

Exit
< >
Status: OK P
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4. Web Configuration

Once the LRA-900-E module has been correctly configured and is functioning on the network
normally, the configuration details can be retrieved or modified using either the
VxComm/eSearch Utility or a standard web browser.

4.1. Logging in to the LRA-900-E Web Server

The embedded LRA-900-E web server can be accessed from any computer that has an Internet
connection.

Step 1: Open a new browser window.

Open a web browser, for example, Google Chrome, Firefox or Internet
Explorer, which are reliable and popular Internet browsers that can be used /
to configure LRA-900-E module. ( 2%

_ _ Intermet
Note that if you intend to use Internet Explorer, ensure that the cache Explorer

function is disabled in order to prevent browser access errors.

Step 2: Enter the URL for the LRA-900-E web server

Ensure that you have correctly configured the network settings for the LRA-900-E module (refer
to Chapter 3 Setting up the LRA-900-E module for detailed instructions), and then enter the URL
for theLRA-900-E web server in the address bar of the browser.

e http//192.168.255.10/ O ~ ¢ | i Ethernet to LoRa Converter x |

\C - Ethernet to LoRa Converter (LRA-900-E)

0
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Step 3: Enter the Password

After the main login page is displayed, enter a password (the factory default password is
“admin”), and then click the “Submit” button to continue.

e =l i http//192.168.255.10/ O ~ & | - Ethemnetto LoRa Converter x

}0“ 5 Ethernet to LoRa Converter (LRA-900-E)
\_“h Home | Port1 | Network Setting Esword | Logout
Factory Default

The system is logged out. Password: admin
To enter the web configuration, please type pal 0rd i

Login password | R [T

When using |E, please disable its cache as follows.
Menu items: Tools / Internet Options... / General / Temporary Internet Files / Settings... / Every visit to the page

Copyright © 2018 ICP DAS Co., Ltd. All rights reserved.

Step 4: Loqg in to the LRA-900-E Web Server

After logging into the LRA-900-E web i S

server, the main page will be displayed.

)05 % Ethernet to LoRa Converter (LRA-900-E)

Home | Port1 | Network Setting | Filter | Monitor | Change Password | Logout

(GG ENENEE | RA-900-E VAEENENEN LoRa Converter A

(e \/1.0.0 [2018/07/30] TPV YT 00-00-0-a0-00-05
TR 192.168.255.10 e g 10000
& 300

) ] System Idie
IEIRT e OFF (Seconds)

Current settings:

[ Ponr |
RF Board version. [ IR
Device ID: 1
Group ID: 1
[ o R
[Cometon i Geconcs) | E v

Copyright © 2018 ICP DAS Co., Ltd. All rights reserved.
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4.2. Home Page

The Home link connects to the main page, which contains two parts.

Yohs

Ethernet to LoRa Converter (LRA-900-E)

Home %!Fortf | Network Setting | Filter | Monitor | Change Password | Logout

The first part of this page provides basic information about the LRA-900-E hardware and

software.

el name [N

QLR W OFF

V=R ET L oRa Converter

00-06-0-30.0005
TCP Command Port: Jglvsle]

—
(Seconds) [id

The software and hardware information section includes information related to the Model Name,

the current Firmware version, the IP Address, the current position of the Initial Switch, the Alias,

the MAC Address, and the TCP Port, and the System Timeout values. If you update the

firmware for the LRA-900-E module, this page can be used to check the version

information of the LRA-900-E software.

The second part of this page provides the
status of the port settings.

LRA-900-E (Ethernet to LoRa Radio Modem) User Manual

Current settings:

R setings [T

 Rr cowaverson| vioo
 oowen] 10
 Gown| 1
 wrraeom)| 70000
e o
o eower] B
oo Dsatie

[ ronsennss I
[ Locairopron| o001

[ Cometon e econs) | %0

— Prem o A

| pata Pacians I SR
v tmeoums)| 1000
 bacting Leng tyien | 0

| e :

{(Number],char1][.char2])
[ Timoout Between Chars () | 0
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4.3. RF Port Page

)ﬁl v % Ethernet to LoRa Converter (LRA-900-E)

\_“h Homel| Port1 |fetwork Setting | Filter | Monitor | Change Password | Logout

I TP oo <0-20.00.5
10000

Initial Switch: felg 3 System idie: JHNS

Model NanE: LRA-900-E

Lt s ool 192 .168.255.10

(Seconds)

The Port 1 Settings section provides functions allowing items such as RF settings, Port settings,
RF data packing to be configured.

4.3.1. Portl Settings

Port 1 Settings

Device ID: | 1~254

1 0~255, 255=broadcast group id
RF Rate (bps): RILAI0) 250 ~ 10000 bps

RF Frequency (MHz): ElEES recommend using 868.0 +/- 4 MHz

EGINNH Disable Enable/Disable RSSI Info., Disable=default.

 operationMouo g 0=Data-sharing, =Non-sharing

Local TCP Port: e[yl =TCP Command Port +1
Connetion Idle (seconds): B 1~ 65535, 180=default, D=disable

Prefix String: [WIaY Max. 7 chars

Slave Timeout (ms): RV After last TX

Packing Length (bytes):[4 L ] 0 ~ 1024, O=default=disable
Timeout Between Chars (ms): gt} ’?giréa%tazx_] O=default O=disable
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The following is an overview of the parameters contained in the Portl Settings section:

Item Description Default ‘
RF Settings
Device ID Device ID, valid range: 0x01 ~ OXFE.
Set by using rotary switch
Device ID Description
1~254 Each LRA-900's “Device ID” must be
(Ox01 ~ OxFE) | different from each other in the same RF !
frequency.
0x00 and OxFF | Ox00 and OxFF are reserved for future
used, don't set these two values.
Group ID Group ID, valid range: 0 ~ 255 (0x00 ~ OxFF).
Group ID Description
0~ 254 The module has same group id (0x00 ~
(Ox00 ~ OXFE) | OXFE) setting can communicate with each 1
other
255 The module has the group id (OxFF) setting
(OXFF) can communicate with other module which
group id setting is 0x00 to OxFF
RF Rate (bps) RF bit rates: 10000, 6000, 3400, 1800, 500, 250 bps
The maximum supported RF receive sensitivities of each baud
rate are listed below.
Baud e (o9 e
10000 -120.0 10000
6000 -123.0
3400 -126.0
1800 -129.0
500 -134.0
250 -137.0
RF Frequency (MHz) 32 RF frequencies (864, 864.5, 865, 865.5, 866, 866.5, 867,
867.5, 868, 868.5, 869, 869.5, 870, 870.5, 871, 871.5, 915, 869 5
915.5, 916, 916.5, 917, 917.5, 918, 918.5, 919, 919.5, 920,
920.5, 921, 921.5, 922, 922.5 MHz)
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RF Power Value 0(0) ~ F(15) are mapping to the RF output power range 12
of 0 ~ 15 dBm.

RSSI Info. Enable or disable add “RSSI (Received Signal Strength
Indicator, positive number)” and “SNR (Signal-to-noise ratio, 2's
complement)”, 2 bytes RF signal information, at the beginning
of the received LoRa data when receiving a valid LoRa
message. Disable

SNR (first byte) RSSI (second byte)

SNR byte >=0 RSSI = -157 + (16/15 * RSSI hyte)

SNR byte <0 RSSI = -157 + (RSSI byte + SNR byte *
0.25)

Port Settings

Operation Mode MO/Multi-echo: Share received serial data between clients.
M1/Single-echo: Send received serial data to the requested 0
client only.

0 = Data-sharing; 1 = Non-sharing

Local TCP Port TCP Command Port +1
Note: 10001
RF port = TCP port 10001

Connection Idle If the Local TCP port does not receive any data via the TCP/IP

(seconds) for a certain period, the LRA-900-E will disconnect the socket 180
based on the TCP timeout value.

Settings range: 1 ~ 65535 (seconds); Disabled: O;

Prefix String This parameter is used to set the first character in a line of data. N/A
Settings range: Max. 8 chars.

RF Data Packing

Slave Timeout (ms) Set the waiting time after last Tx of the request sent to the
device. If the device does not respond within the timeout value, 1000
the LRA-900-E will return existing data via TCP package and
process next request.

Packing Length (bytes) When the RF Rx data length reaches to the value, it will be sent
out. 0
Settings range: 0 ~ 1024; Disabled: 0.

Ending Chars The LRA-900-E outputs an Ethernet packet immediately after 0

LRA-900-E (Ethernet to LoRa Radio Modem) User Manual Version 1.0.1 Page : 23

Copyright © 2018 ICP DAS Co., Ltd. All Rights Reserved E-mail: service@icpdas.com




(Number[,charl][,char2])

the ending-chars pattern is identified from the incoming RF
data. The number of ending-chars can be 0 (disabled), 1 or 2
chars.

Disabled=0;

1 char: 1,0x0D;

2 chars: 2,0x0D,0x0A

Timeout Between Chars
(ms)

Set the waiting time after Rx of the response sent from the
device. If the device does not respond within the timeout value,
the LRA-900-E will process this response.

Settings range: 10 ~ 65535; Disabled: 0.

10

Update Settings

Click this button to save the revised settings to the LRA-900-E.
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4.4. Network Setting

)ﬁ v g Ethernet to LoRa Converter (LRA-900-E)

Home | Port1 | Network Setting | Filter | Monitor | Change Password | Logout
T

R V1.0.0 [2018/07/30] 00-0d-60-20-00-05
e 192.168.255.10 CP Command Port: Rl

initial Switch [o 33 s@:‘; 3‘; 300

4.4.1. IP Address Settings

The Address Type, Static IP Address, Subnet Mask and Default Gateway values are the
most important network settings and should always correspond to the LAN configuration. If they
do not match, the LRA-900-E module will not operate correctly. If the settings are changed while

the module is operating, any connection currently in use will be lost and an error will occur.

IP Address Settings

| P Adiess I
| o Ty [T |
[ Stauc 1 paoress TR T |
[ sweve RN |
|
|

[ Defeut Gatoway | [RACRNSICRNRN R

||E]E]~Dd4a£]~8&f?—18 ' (Format: FF-FF-FF-FF-FF-FF)

| viral com I
||muuu ' (Default: 10000) |

C""‘Tsaggsz{,ﬁgﬁgg) [180 (1 ~ 65535 seconds, 30=default, O=disable)

Update Settings |
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The following is an overview of the parameters contained in the IP Address Settings section:

Item Description

IP Address

Static IP: If no DHCP server is installed on the network, the network
settings can be configured manually. Refer to Section 4.4.1.1 Manual

Configuration for more details.
Address Type DHCP: The Dynamic Host Configuration Protocol (DHCP) is a
network application protocol that automatically assigns an IP address

to each device. Refer to Section 4.4.1.2 Dynamic Configuration for

more details.

Static IP Address Each LRA-900-E connected to the network must have its own unigue

IP address. This parameter is used to assign a specific IP address.

Subnet Mask This parameter is used to assign the subnet mask for the LRA-900-E
device. The subnet mask indicates which portion of the IP address is

used to identify the local network or subnet.

Default Gateway This parameter is used to assign the subnet mask for the LRA-900-E
device. The subnet mask indicates which portion of the IP address is

used to identify the local network or subnet.

MAC Address This parameter is used to set a user-defined MAC address, which
must be in the format FF-FF-FF-FF-FF-FF.

Virtual COM
TCP Command Port | This parameter is used to configure the TCP Command Port to a

custom value depending on your requirement. Note that if the TCP
Command Port configuration setting is completed, the TCP port of RF
port will be change, as follows:

RF Port (portl) = TCP Command Port + 1

The default TCP Command Port is 10000, Thus, the RF port (portl) is

10001.
Command Port If the command port does not receive any data from the TCP/IP
Timeout socket for a certain period, the LRA-900-E can disconnect the socket.

(Socket Watchdog) Settings range value: 1 ~ 65535 (seconds);
Default value: 180 (seconds); Disabled: O;
Update Settings Click this button to save the revised settings to the LRA-900-E.
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4.4.1.1. Manual Configuration

When using manual configuration, the network settings should be assigned in the following
manner:

Step 1: Select the “ Static IP” option from the “Address Type” drop-down menu.

Step 2: Enter the relevant details in the respective network settings fields.

Step 3: Click the “Update Settings” button to complete the configuration.

IP Address

Addre oWl | Static IP ¥ | ‘
P Address: (ERIIAG B |28 ) |
bnet Mask: [EENEE E |
Default Gateway: |[DIENAC |8 254 1] }
MAC Address: |_'0043de0-a&ﬂ-1a | (Format: FF-FF-FF-FF-FF-FF)
v o
TCP Command Port: |:10000 ' (Default: 10000)

Command Port Timeout. |FF% | (1 ~ 65535 seconds, 30=default, O=disable)

(Socket Watchdog)

| Update Settings |

4.4.1.2. Dynamic Configuration

Dynamic configuration is very easy to perform. If a DHCP server is connected to you network, a
network address can be dynamically configured by using the following procedure:

Step 1: Select the “DHCP” option from the “Address Type” drop-down menu.

Step 2: Click the “Update Settings” button to complete the configuration.
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IP Address

Address Type: |([PEEE

Static IP Address: ([l o .8 | 246 |

Subnet Mask: (PN NN

|
et ey |

MAC Address: ||00{>d+:&8e~f7-18 | (Format: FF-FF-FF-FF-FF-FF)

| Virtual COM
TCP Command Port:

10000 (Default: 10000)

Com':‘ggé’k';f&;g%%‘g) [180 (1~ 65535 seconds, 30=default, O=disable)
| | Update Settings | E
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4.4.2. General Settings

The General Settings provides functions allowing items such as the Alias Name, System
Timeout value, RF port Watchdog value, Auto-logout value, Debug Message and CGI
Configuration to be configured.

General Settings

| network .
Ethemet Speed: (Auto=10/100 Mbps Auto-negotiation)
HTTP port||EH (Default= 80)

300
System Idle: I—I
(30 ~ 65535 seconds, 300=default, O=disable) Action=Reboot

[ Web Auto-logout: [ (1 ~ 255 minutes, 10=default, O=disable)

D e [[Enable ] (Enable/Disable the assign cgi, Enable=default )

D e [ Enable v (Enable/Disable the UDP Configuration, Enable=defauit.)

S amr e TR

oo [C—

| Misc.

I TS 2 ova converter ] ax. 15 chars)

N (Tx|0 Roc| o
RF port Watchdog:

Debug Message(UDP): | 20 (1 ~ 255 seconds, 20=default, 0=disable)
‘ Update Settings

The following is an overview of the parameters contained in the General Settings section:

Item Description Default

Network

Ethernet Speed This parameter is used to set the Ethernet speed. The default Auto
value is Auto (Auto = 10/100 Mbps Auto-negotiation).

HTTP Port The HTTP port number of the Web server function. 80

System Idle This parameter is used to configure the system timeout value. If

(Network there is no activity on the network for a specific period of time, the

Watchdog) system will be rebooted based on the configured system timeout 300
value.

Timeout value range: 30 to 65535 (seconds); Disable = 0.

Web Auto-logout This parameter is used to configure the automatic logout value. If
there is no activity on the web server for a certain period of time,

10
the current user account will be automatically logged out.
Range: 1 to 65535 (minutes); Disable = 0.
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CGI Configuration

The LRA-900-E can be configured by CGI command. For detailed
CGI command and configuration information, refer to Chapter 5

, , Enable
“CGlI Configuration”
Enable/Disable the assign.cgi.
UDP Configuration | This parameter is used to enable or disable UDP configuration Enab|
nable
function.
UDP Alarm
Alarm IP Address )
(UDP) The LRA-900-E can send and UDP package (include alarm message) to

Alarm Port (UDP)

specified network location (Alarm IP Address/Port).

Misc.

Alias Name This parameter is used to assign an alias for each LRA-900-E LoRa
device to assist with easy identification. Converter
RF port Watchdog | If the RF port does not communication occurs for a certain period,
the system will be rebooted based on the RF port Watchdog 0
value.
Settings range: 30 ~ 65535 (seconds); Disable: 0.
Debug
Message(UDP) Reserved. 20

Update Settings

Click this button to save the revised settings to the LRA-900-E device.
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4.4.3. Restore Factory Defaults

Use the following procedure to reset all parameters to their original factory default settings:

Step 1: Click the “Restore Defaults” button to reset the configuration.

Step 2: Click the “OK” button in the message dialog box.

Step 3: Check whether the module has been reset to the original factory default settings for use
with the VxComm Utility. Refer to Chapter 3 Setting up the LRA-900-E Module for more details.

Restore Factory Defaults

{Restore all options to their factory default states:” —

| Restore Defaults I]

r r
Message from webpage — g
7 | This will erase all existing configuration changes and restore factory
( ‘' default settings. Click OK if you are sure you want to do this or Cancel
to retain existing settings. e
L]
t | l oK ]I ’ Cancel

# YxComm Utility [v2.13.14, Jun.26, 2018]

File {8erver Port Tools

‘& L'||||[i|_|||r|' SEerver

Configure Port

\,1

/ driver & utility Servers Port Yirtual COM
bacome part of your PC
@ Add Server(s]

x Bemove Server | e <_ Z
A Web | Name Alias IP Address Sub-net M:
et = LRA-900-E LoRa Converter 192.168.255.1 255.255.0.

iDS-720 PMC-5231 172.17.77.77 255.240.0.
H Search Servers
Configuration (UDP) |
>

Exit

ke

| <

The following is an overview of the factory default settings:

Factory Default Settings

Network Settings Basic Settings

IP Address 192.168.255.1 Alias LoRa Converter
Gateway Address 192.168.0.1

Subnet Mask 255.255.0.0

DHCP Disabled
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The Forced Reboot function: can be used to force the LRA-900-E to reboot or to remotely

o

Forced Reboot Reboot

reboot the device.

% Ethernet to LoRa Converter

~jEe - L ESET» EA X -

)QE ?’, Ethernet to LoRa Converter (LRA-900-E)

\N Home | Port1 | Network Setting | Filter | Monitor | Change Password | Logout

Device Rebooting

The device 1s about to reboot, please wait a few seconds then load the configuration page.

Copyright © 2018 ICP DAS Co., Ltd. AN rights reserved.
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4.4.4. Remote Firmware Update

Remote Firmware Update

If the remote firmware update is failed, then the
traditional firmware update (on-site) is required to
make the module working again.

Step 1: Refer to firmware update manaul first.

Step 2: Run eSearch Utility to prepare and wait for update. | Update |
Step 3: Click the [Update] button to reboot the module and
start update.

Step 4: Configure the module again.

Firmware update requires initialization and local network operations. Traditional firmware update
requires adjusting the Init/Run Switch and reboots the module manually for the initialization of
firmware update, while new firmware allows user to initialize the module via web interface
without adjusting the hardware switch. Initialization via web is useful when module is installed in
remote site and can be accessed by a remote PC via TeamViewer.

{

Internet )
AN~

Note: If the remote firmware update is failed, then the traditional firmware update (Local) is

I
-
e
i)
R .il

Switc Hub

LRA-900-E

required to make the module working again.

For detailed information regarding how to use this function to update the Firmware for your
LRA-900-E module, refer to the LRA-900-E_Firmware_Update_en_vxxx.pdf. The location of
the user manual on the download address are shown below:
http://ftp.icpdas.com/pub/cd/usbcd/napdos/rf_modem/firmware\lra-900-e
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4.5. Filter Page

)GE g Ethernet to LoRa Converter (LRA-900-E)

Home | Port1 | Network Setting FF”CF! Monitor | Change Password | Logout
Model Name: JRIEElIES CUESE IS LoRa Converter

R V1.0.0 [2018/07/30] 00-0d-60-20-00-05
T 192.168.255.10 Ty 10000

Initial Switch: [eld3 Ssg:g r!ﬂ:i' 300

4.5.1. Accessible IP (filter is disabled when all zero)

The Accessible IP Settings section is used to query or edit the IP Filter List. The IP Filter List
restricts the access of packets based on the IP header. If one or more IP address are saved to

the IP Filter table, only clients whose IP is specified in the IP Filter List can access the
LRA-900-E.

Accessible IP (filter is disabled when all zero):

IP Filter List|IP Address
I % 0.0.0.0

1248 0.0.00
1278 0.0.00
=58 0.0.00
1228 0.00.0

) Add . . . To The List

) Add Range ) . . & Mask:
@® Delete IPiﬂj (Number: 0 ~ 4)

O Delete ALL

) Save Configuration (finish)

i

il
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The following is an overview of the parameters contained in the Filter Settings (white list) section:

Item ‘ Description
Add “IP” To The List Add an IP address to the IP Filter List.
Add Range “IP”& Mask “IP” | Add an IP address range to the IP Filter List.
Delete IP# “Number” Delete a specific IP# address from the IP Filter List.
(Number: 0 ~ 4)
Delete All Delete all items from the IP Filter List.
Save Configuration (finish) | Save a new IP Filter List to the Flash memory.
Submit Click this button to save the revised settings to the LRA-900-E.
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4.6. Monitor Page

)&E g Ethernet to LoRa Converter (LRA-900-E)

k_ﬂ& Home | Port1 | Network Setting | Filter] Monitor] Change Password | Logout

I 1 00 20180770 I YT 00060200005
System Idle:

e iy B

After clicking the Monitor tab, the Current Connection Status page will be displayed showing
detailed information regarding the current status of the RF port connection settings for the
LRA-900-E module.

O
c
q
q
4]
=
-+
w
=y
Q
—*
c
2
w
Q
)
r3
..%

PortNumber ———Port1

Application Mode: Server

Connected IP1: 0000
0.0.0.0
0.00.0
0.0.0.0

Mote: Multi-connection may be used in light-loading communications only,
not for heavy-loading.

Port Number

Last Tx Count (bytes):

Last Rx Count {(bytes):

Total Tx Count (bytes
Total Rx Count (bytes):

0

S
o OO
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c
q
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4.7. Change Password

After clicking the Change Password tab, the Change Password page will be displayed. To
change a password, first enter the old password in the “Current password” field (use the
default password “admin”) and then enter a new password in the “New password” field.

Re-enter the new password in the” Confirm new password” field, and then click the “Submit”
button to update the password.

Ethernet to LoRa Converter (LRA-900-E)

RS
L_» Home | Port1 | Network Setting | Filter | Monitor] Change Password | Logout
Change Password 3%

The length of the password is 12 characters maximum.

Current password: (X113

New password: (331

onfirm new password: | || Submit

Note: If you forgot your password, please refer to section A1l. How to restore the factory
default web password of the module?
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4.8. Logout Page

After clicking the Logout tab, you will be immediately logged out from the system and be

returned to the login page.

Ethernet to LoRa Converter (LRA-900-E)

o
\N Home | Port1 | Network Setting | Filter | Monitor | Change Password|| Logout |

The system is logged out.
To enter the web configuration, please type password in the following field.

Login password: | | (submst

When using IE, please disable its cache as follows.
Menu items: Tools / Internet Options... / General / Temporary Internet Files / Settings... / Every visit to the page
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5. CGI Configuration

The LRA-900-E can be configured via convenient URL commands. This section lists the
commands in URL format corresponding to the basic functions of LRA-900-E.Please make sure
you have correctly configured the network settings for the LRA-900-E before using CGI
configuration.

5.1. CGI URL Syntax

Type the CGI URL syntax in the browser, as follows:

Please refer to Sec. 5.2 CGl Command List

Syntax:  http:// <IP address of LRA-900-E>/<CGI>?<Parameter Name>=<Value>
| | l'
A\ \/
Example: http://192.168.255.10/assign.cgi?lp=192.168.255.10&gway=192.168.0.1&mask=255.255.0.0

<?xml version="1.0"?>

- <ajax>
</ajax>
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5.2. CGlI Command List

Network Settings

No. | Function Name Parameter Value Constraint CGl
Name
01 | Set Address Type dhcp 0,1 assign.cgi
0: Disable;
1: Enable;
02 | Set IP Address ip XXX XXX XXX XXX
03 | Set Gateway gway XXX XXX XXX XXX
04 | Set Net Mask mask XXX XXX XXX XXX
05 | Set TCP Command Port cmdport 1~65535
Default: 10000
06 | Set Command Port Timeout cmdwdt 1~65535 seconds,
(Socket Watchdog) Default: 180;
Disable: 0;
07 | Set MAC Address mac Format:
FF-FF-FF-FF-FF-FF
08 | Set Alarm IP Address(UDP) aip XXX XXX, XXX. XXX
09 | Set Alarm Port(UDP) aport 1~65535
Default: 54300;

Network Filter Settings

No. | Function Name | Parameter Name Value Constraint | CGlI

01 Add IP to List fipO ~ fip4 XXX XXX XXX XXX | assign.cgi
(white list) fipmO ~ fipm4 (mask)

02 Delete IP# delfip 0~4

03 Delete All delfip all
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General Configuration Settings

No. | Function Name Parameter Name | Value Constraint CaGil
01 Set Alias Name aliname Max. 18 chars assign.cgi
02 Set System Timeout syswdt 30 ~ 65535 seconds,
Default: 300;
Disable: 0
RF Port Settings
No. | Function Name Parameter | Value Constraint CGl
Name
01 Set RF Group ID rfgid Group ID, valid range: 0 ~ 255 (0x00 ~ | assign.cgi
OxFF).
Value Description
0~254 The module has same
(Ox00 ~ group id (0x00 ~ OxFE)
OxFE) setting can
communicate with each
other
255 The module has the
(OXFF) group id (OxFF) setting
can communicate with
other module which
group id setting is 0x00
to OXFF
02 Set RF Bit Rate rfri RF bit rates (bps)
Value | Bit rate
0 10000
1 6000
2 3400
3 1800
4 N/A
5 500
6 250
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03 Set RF Frequency rffi 32 RF frequencies (MHz)

Value | Freq. | Value | Freq.
0 864.0 | 16 915.0
1 864.5 |17 915.5
2 865.0 |18 916.0
3 865.5 |19 916.5
4 866.0 |20 917.0
5 866.5 |21 917.5
6 867.0 |22 918.0
7 867.5 |23 918.5
8 868.0 |24 919.0
9 868.5 |25 919.5
10 869.0 |26 920.0
11 869.5 |27 920.5
12 870.0 |28 921.0
13 870.5 |29 921.5
14 871.0 |30 922.0
15 8715 |31 922.5
04 Set RF Output Power rfp Value 0 ~ 15 are mapping to the RF
output power range of 2 ~ 17 dBm.
05 Set RSSI Info. Mode rssi Disable: 0
Enable: 1
06 Set Ending Chars endchrO Number[,charl][,char2]
07 Set Operation Mode opmodeO | 0,1
08 Set Slave Timeout slto0 (ms)
09 Set Data Buffer Delay | dbdtO (ms)
Time
10 Set Packing Length packlenO0 | O ~ 255 bytes
11 Set TCP Timeout tto0 1~65535 seconds,
Default: 180;
Disable: 0
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Restore Factory Defaults
No. | Function Name Parameter Name | Value Constraint CGl
01 Reboot - - reboot.cgi
02 Reset To Factory - - reset.cqi
Queries Setting Status
No. | Function Name Parameter | Value CGl
Name Constraint
01 Get module status. - - status.cgi
02 Get the RF port configuration information. | - - conf_port.cgi
03 Get the network configuration information. | - - conf_net.cgi
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6. Typical Applications

This chapter provides some examples of typical scenarios for the LRA-900-E module, including

applications focused on the Virtual COM, Direct Socket Connection, etc...

1. Access serial devices via Virtual COM ports

LRA-900 Meter
= ID-2
o))) LoRa ]
~ 7 \VirtualCOM y- /\7;\ Ve
Serial Client Ethernet 10/100 M LRA-900-E ,f..
Program
ID-1
RS-485 RS-485
LRA-900 R
ID-3
2. Access serial devices via TCP/IP socket connection
ﬂ
Qg RS-232 =
LRA-900 Meter
. . ID-2
i B *)) LoRa
— TCPIP y
TCP Client < 1 10/100 M . LRA-900-E (3
Program ID-1 e
' 1
RS-485 RS-485
LRA-900 Power Meter PLC
ID-3
LRA-900-E (Ethernet to LoRa Radio Modem) User Manual Version 1.0.1 Page : 44

Copyright © 2018 ICP DAS Co., Ltd. All Rights Reserved E-mail: service@icpdas.com




6.1. Virtual COM Application

The LRA-900-E is designed to transfer RF signal via an Ethernet network. The VxComm utility
allows the built-in LRA-900-E RF Port to be virtualized to a standard COM Port of a host PC, as

shown below:
Ethernet Switch
‘ Ethernet
RF port
______ .’.))___
LRA-900-E
IP-1
RF port
————— o))) ———————
LRA-900-E
IP-2
RF port
R
LRA-900-E
IP-n

The RF port of the LRA-900-E
is mapped to COM3 of the
host PC

COM 10

The RF port of the LRA-900-E
is mapped to COM10 of the
host PC

COM 256 .

VxComm Driver
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6.2. Direct Socket Connection Applications

LRA-900-E module can accept the TCP connection (include raw data) directly.
For examples of socket connection test as follows:

TCP Master TCP Slave Slave Device
il
e s < L’_"R
PC OKa
N e

Jowsayla

Ethernet Switch

- RS-485
LRA-900-E __LRA-900 ° " M-7000
ID-1 D-2 Remote 10 Module

Socket
Connection

1. Confirm that the LRA-900-E modules are functioning correctly. Refer to Chapter 3 Setting up
the LRA-900-E module for more details.

2. Wire the slave device (Ex: M-7015, optional) with the LRA-900 and set the device id of
LRA-900 series modules (LRA-900-E = ID: 1, LRA-900 = ID: 2).

3. Supply power to the slave device (Ex, M-7015, Device ID: 2, +10 ~ +30 VDC power used.)

4. Install VxComm utility, and then configuration Ethernet setting (such as IP/Mask/Gateway
details) for LRA-900-E module; refer to Chapter 3 Setting up the LRA-900-E module.

5. Confirm the serial port settings (baud Rate and data format) must be the same between the
LRA-900 and slave device (M-7015).

For example:
Baudrate Data format
LRA-900-E 0x01 - - 10001
LRA-900 0x02 9600 8,N,1 -
Slave Device (M-7015) 0x02 9600 8,N,1 -
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Right click in the “Configure Port” area and then choose the “Open TCP Port” item under the
VxComm utility.

# ¥xComm Utlity [v2.13.14, Jun.26, 2018]

File Zerver Port Tools

A / % Configure Server Configure Port
",'1 g

’ Servers Port Virtual COM B
driver & ybility

@ Add Server(s)

;/: Bemove SErnver £ o o 'k >
a0 Web Name Alias | IP Address ' Sub-net Mask
N

LRA-900-E LoRa Converter 10.0.8.6 255.255.0.0
H Search Servers | | GRP-5x0x¢ NiA 172.16.27.200 255.240.0.0
iDS-720 WISE-5231M-AGE  172.17.77.77 255.240.0.0

Configuration [UDPF)

Exit < 5

Statnz

7. Type the IP address of LRA-900-E in the IP Address field and assign a TCP/IP port of
LRA-900-E, and then click the “Open TCP” button.

«# Configuration Setling B@]@
COM Port TCP/IP Port |

IP Address : |1 0.08.6
TCP/IP Port : |1 0001

Open TCP !
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8. Type a string in the send field then click the “Send” button. If a response is received, it will be
displayed in the received field.

& 10.0.8.6, 10001 - Terminal ¥2.11.02 (Ang.30, 2010}

Send [$gg}4
(Hex) [2430324D
# 10.0.8.6, 10001 - Terminal Y2.11.02 (Ang 30, 2010)
Send |$02M |
(Hex) |243032 4D 0
Received v Send with CR (0x0D0)
(21 30 32 37 30 31 35 0D 1027015. ) I |
Response Message s
& Hew/Text
™ Hex
" Text
s
@ et |
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Appendix A. Troubleshooting

A.1l. How do | restore the web password for the module to the factory default
password?

The instructions below outline the procedure for resetting the web password to the factory default
value.
Note:

Be aware that ALL settings will be restored to the factory default values after the module is reset.

Step 1

Locate the Init/Run switch that can be found on the right-hand side of the LRA-900-E module and
set it to the "Init" position. Reboot the module to load factory default settings including default
web password.

Step 2

Execute either the VxComm Utility or the eSearch Ultility to search for any LRA-900-E modules
connected to the network. Verify that the LRA-900-E has been reset to the original factory default
settings. For example, the module should be shown as having the default IP address, which is
192.168.255.1.

3 eSearch Utility [ v1.1.19, Jun.26, 2018 ]

LRA-900-E LoRa Co... 192.168.255.1 255.255.0.0 192.168.0.1  00:0d:eD:a0:00:05

£ >
M Search Server Confi ‘ i Weh Exit

Iﬂhms
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Step 3

Double-click the name of the module to open the Configure Server (UDP) dialog box, and modify
the basic settings as necessary, e.g., the IP, Mask and Gateway addresses, and then click the
"OK" button to save the new settings.

Confignre Server (IDP)

Server Name : LRA-900-E

DHCP: |0: OFF ~|  Sub-netMask: [255.255.0.0 Alias:  |LoRa Converter
IP Address :  [192.168.255.10 Gateway : 192.168.0.1 MAC:  [00:0d:e0:a0:00:05
Warning!!

Contact your Network Administrator to get correct configuration before any changing!

Step 4
Reset the Init/Run switch on the LRA-900-E module to the "Run" position and reboot the device.

Step 5
Log in to the web configuration pages for the LRA-900-E module, using the default web

password, "admin".

) ':3‘ U hitpy192.168.255.10/ O » & | 5 Ethernet to LoRa Comerter =

- Jae- | GLE | ESRER BA A -

Ethernet to LoRa Converter (LRA-900-E)

Home | Port1 | Network Serting | Fifter | Monitor | Change Password | Logout

The system is logged out.
To enter the web configuration, please type password in the following field.

Ivuul || Submit |

When using IE, please disable its cache as follows
Menu items: Tools / Internet Options... / General / Temporary Internet Files / Settings... / Every visit to the page

Copyright © 2018 ICP DAS Co., Ltd. All rights reserved.
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Appendix B. Glossary

1. ARP (Address Resolution Protocol)
The Address Resolution Protocol (ARP) is a telecommunication protocol that is used to convert
an IP address to a physical address, such as an Ethernet address.

Consider two machines A and B that share the same physical network. Each has an assigned IP
address IPA and IPB, and a MAC address, MACA and MACB. The goal is to devise a low-level
software application that hides the MAC addresses and allows higher-level programs to work
only with the IP addresses. Ultimately, however, communication must be carried out by the
physical networks using whatever MAC address scheme the hardware supplies.

Suppose machine a wants to send a packet to machine B across a physical network to which
they are both attached, but an only has the Internet address for B, IPg. The question arises: how
does A map that address to the MAC address for B, MACg?

ARP provides a method of dynamically mapping 32-bit IP address to the corresponding 48-bit
MAC address. The term dynamic is used since the mapping is performed automatically and is
normally not a concern for either the application user or the system administrator.

2. RARP (Reverse Address Resolution Protocol)

RARP provides a method of dynamically mapping 48-bit MAC address to the corresponding
32-bit IP address. RARP has now been replaced by the Bootstrap Protocol (BOOTP) and the
modern Dynamic Host Configuration Protocol (DHCP).

32-bit IP Address

ARP RARP

48-bit MAC Address
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3. Clients and Servers

The client-server paradigm uses the direction of initiation to categorize whether a program is a
client or server. In general, an application that initiates peer-to-peer communication is called a
client. End users usually invoke client programs when they use network services.

By comparison, a server is any program that waits for incoming requests from a client program.
The server receives a request from a client, performs the necessary action sand returns the
result to the client.

4. Ethernet

The term Ethernet generally refers to a standard published in 1982 by Digital Equipment Corp.,
Intel Corp. and Xerox Corp. Ethernet is the most popular physical layer Local Area Network (LAN)
technology in use today.

5. Firmware
Firmware is an embedded software program or set of instructions programmed on a device that
provides the necessary instructions for how the device communicated with other computer
hardware, and is located or stored in a semi-permanent storage area, e.g., ROM, EEPROM, or
Flash memory. Firmware can often be updated by downloading a file from the manufacturer’s
web site or FTP.

6. ICMP (Internet Control Message Protocol)

ICMP provides a method of communicating between the Internet Protocol software on one
machine and the corresponding software on another. It allows a gateway to send error or control
messages to other gateways, or allows a host to diagnose problems with the network
communication.

7. Internet

Physically, the Internet is a collection of packet switching networks interconnected by gateways
that together with the TCP/IP protocol, allows them to perform logically as a single, large and
virtual network. The Internet recognizes hosts using 32-bit IP address.
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8. IP (Internet Protocol) Address

Each interface on the Internet must have a unique IP address (also called an Internet address).
These addresses are 32-bit numbers, and are normally written as four decimal numbers, one for
each byte of the address for example “192.168.41.1”. This is called dotted-decimal notation.

9. Subnet Mask

A Subnet mask, often simply called the “Mask”, is a 32-bit number that masks and IP address,
and divides the IP address into the network address and the host address. Given its own IP
address and its subnet mask, a host can determine whether a TCP/IP packet is destined for a
host that is (1) on its own subnet, or (2) on a different network. If (1), the packet will be delivered

directly; otherwise it, will be delivered via a gateway or a router.

10. Gateway
Computers that interconnect two networks and pass packets from one to the other are called

Internet Gateways or Internet Routers. Gateways route packets that are based on the destination

network, rather than the destination host.

11. MAC (Media Access Control) Address

To allow a computer to determine which packets are meant for it, each device attached to an
Ethernet network is assigned a 48-bit integer known as its MAC address (also called the
Ethernet address, the hardware address or the physical address). A MAC address is normally
written as eight hexadecimal numbers, for example “00:71:88:af:12:3e:0f:01”. Ethernet
hardware manufacturers purchase blocks of MAC addresses and assign them in sequence as
they manufacture Ethernet interface hardware. Thus, no two hardware interfaces can have the
same MAC address.

12. Packet

A packet is the unit of data sent across a physical network. It consists of a series of bits
containing data and control information, including the source and the destination node (host)
address, and is formatted for transmission from one node to another.
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13. Ping
Ping is a network administration utility used to test the whether a host on an Internet network is

active, and to measure the round-trip time for messages sent from the originating host to a
destination computer. Ping operates by sending an ICMP echo request message to a host,
expecting an ICMP echo reply to be returned. Normally, if a host cannot be pinged, Telnet or FTP
cannot be used to connect to the host. Conversely, if Telnet or FTP cannot be used to connect to
a host, Ping is often the starting point to determine the nature of the problem.

14. Socket

Each TCP segment contains a source and destination port number that can be used to identify
the sending and receiving application. These two values, along with the source and destination
IP addresses in the IP header, uniquely identify each connection. The combination of an IP

address and a port number is called a socket.

15. TCP (Transmission Control Protocol)

TCP is a set of rules used in combination with the Internet Protocol to send data in the form of
message units between computers over the Internet. TCP provides a reliable flow of data
between two hosts and is associated with tasks such as dividing the data passed to it from an
application into appropriately sized chunks for the network layer below, acknowledging received
packets, setting timeouts to make certain that the other end acknowledges packets that are sent,

and so on.

16. TCP/IP

The Transmission Control Protocol (TCP) and the Internet Protocol (IP) is standard network
protocols that are almost always implemented and used together in a formation are known as
TCP/IP. TCP/IP can be used to communicate across any set of interconnected networks.

17. UDP (User Datagram Protocol)

UDP is an internet protocol that provides a much simpler service to the application layer as it only
sends packets of data from one host to another, but there is no guarantee that the packets will
reach the destination host. UDP is suitable for purposes where error checking and correction is

either not necessary or is performed in the application.
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Appendix C. Revision History

This chapter provides revision history information to this document.

The table below shows the revision history.

Revision Date Description
1.0.0 Sep. 2018 Initial issue
Modify supported RF data rate
1.01 Nov. 2019 o
description
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